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Foreword 3

Foreword

This documentassumesthat you alreadyknow aboutthe POSIXTracestandard.If not, we advise
you to take a look at thedocumententitled“A Summaryof thePOSIXTraceStandard”�rst.

Althoughyou aremostprobablyfamiliar with RT-Linux andhow real-timeapplicationsareim-
plementedon it, thefollowing is a (very)brief descriptionof theRT-Linux programmingphilosophy.
We hopethis will helpyou understandsomeof thedesigndecisionsadoptedin the implementation
of thePOSIXTracesupport.If youalreadyknow how to implementRT-Linux applications,youmay
perfectlyskip it.

RT-Linux is areal-timekernelmainlyfocussedonimplementingsmallhardreal-timeapplications
which needtightly boundedinterruptlatenciesanda fully predictablesystembehavior. In addition,
theprogrammercanhave full advantageof having a general-purpose,full-featuredoperatingsystem
asLinux available(but only runningwhenRT-Linux allows it to doso)

Fromtheprogrammerpointof view, RT-Linux hasbeenprogressively takingtheexternalform of
thePOSIXMinimal RealtimeSystemPro�le (MRSP)overtheyears.TheMRSPis themostrestricted
pro�le de�ned in POSIXfor real-timeoperatingsystems.Thispro�le describesthefacilitiesrequired
to supportsmall,embedded,hardreal-timeapplications.Thehardwarerequirementsof this pro�le
includeonly oneprocessor, no explicit memoryprotection,no massstorageand,in general,simple
hardwaredevicesoperatedsynchronously. Thesoftwarerequirementsincludeonly theexecutionof
one process(with completePOSIX threadsupport),but without the needof a �le systemor user
interaction.

SinceRT-Linux hasadoptedtheMRSPmodel(althoughthesupportis still incomplete),it only
supportsone “process”to be runningat a time1, on which many POSIX threads(real-timetasks)
canbecreated.FromtheRT-Linux viewpoint, Linux andall its userprocessesareglobally seenas
an additionalreal-timetaskrunningin the background(at lowestpriority). This meansthat Linux
processescanstill execute,but only whenno real-timetaskwantsto do so. In addition,real-time
taskscaninteractwith Linux processesby usingcommunicationmechanismssuchassharedmemory
andreal-time“�fos”.

Overall, this modelpermits(andencourages)the programmerto split the real-timeapplication
into two parts:thecodewhich actuallyneedshardreal-timecapabilitiesandthenon-real-timecode.
Then,thereal-timepart(usuallysmallandsimple)is implementedasasetof real-timetasksattheRT-
Linux level,while thenon-real-timepart(whichcanbeasbigandcomplex asneeded)is implemented
asoneor moreLinux processes.

1Actually, sinceRT-Linux supportsmultiprocessor(SMP)systems,theRT-Linux modelassumesonerunningprocess
perphysicalprocessor. However, this featureis not furtherconsidered,sinceour tracingsystemdoesnothavemultiproces-
sorsupportyet.
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4 RTL POSIX Trace 1.0

1 Intr oduction

Thepurposeof thisdocumentis to pointout thecharacteristicsandpeculiaritiesof ourPOSIXTrace
standardimplementationin RT-Linux. This implementationhaseffectively integratedaPOSIXTrace
subsysteminto the RT-Linux kernel. In particular, it hasbeencarriedout on the OpenRT-Linux
version3.1.Thetracesystemhasbeenbaptized“RTL POSIXTrace1.0” (RTL-PT 1.0).

ThetracesystemRTL-PT 1.0 entirelysupportstheTraceandtheTraceEventFilter optionsde-
�ned in the standard,subjectto someminor changesandlimitations. Overall, this allows the pro-
grammerof a real-timeapplicationin RT-Linux to perform�ltered on-line tracingof eventsat run
time.

Conversely, RTL-PT 1.0doesnot (sofar)supportneithertheTraceInheritancenor theTraceLog
options. The reasonfor not supportinginheritanceis straightforward, sincethe“target” processfor
RT-Linux (that is, therunningreal-timeapplication)cannotfork. We maysupporttraceinto logs in
somefuture version,but this is not trivial sincethe RT-Linux kerneldoesnot have directaccessto
a standard�le systemin a permanentstoragemedia(suchasthecomputer's harddrive �le systems
availableat the Linux level). This lack of �le systemaccesscould be circumventedin a coupleof
ways2, with either of them covering only partially the standard's requirementsfor the TraceLog
option.

Following theRT-Linux philosophy(explainedin theForewordsection),thetracesystemconsid-
ersonly one targetprocessat a time (i.e., therunningRT-Linux application),but potentiallyformed
by botha setof RT-Linux tasksandany numberof Linux processes.The implementationthussup-
portsthe tracing(generation)and retrieval of traceeventsfrom both theRT-Linux tasksandLinux
processesconcurrently. Furthermore,this target canbe tracedin up to TRACESYS MAXnumberof
streamssimultaneously(this constanthascurrently its minimum value accordingto the standard,
which is eight).All this is furtherexplainedin Section2.

In ageneral-purposesystem,oneof themainbene�tsof having a tracesystemavailableis to test
(anddebug)applicationsfrom afunctionalpointof view. Thatis, to checkif agivenapplicationdoes
what it is supposedto do. In a real-timesystem,however, it alsobecomesvital to know when the
applicationis doingthings,andhow much theseactionstake to execute.This kind of temporalinfor-
mationshouldincludethesystemoverheadaswell, in orderto beaccurateanduseful. In this sense,
RTL-PT 1.0hasintroducedsomesystemevent typesthatautomaticallycollectthis typeof informa-
tion andmake it availableto analysis.A descriptionof thesystemeventtypesandits associateddata
canbefoundin Section3. In addition,theapplicationcanoptionallyuseafacility called“RTL kernel
trace”which automaticallycollectsandprocessesthesenew systemeventsandgeneratessome�les
with therecordedinformation.With oneof this �les, for example,agraphicaltraceof theapplication
executioncanbedepictedby usingavisor tool calledQuivi3. Thekerneltracefacility is describedin

2The�rst possibility is to sendthetraceeventsto a Linux process(by a RT-FIFO, for instance)andmake this process
storetheminto the �le log. Or else,we couldsendthe eventsthroughsomeport (e.g.,serial,parallel,network, etc.) to
anothercomputer.

3Quivi is a tracedisplayerentirelyimplementedin Tcl-Tk by Agust́�n Espinosa.It is freesoftware,underthetermsof
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2 The Three Tracing Roles in RTL-PT 5

Section4.

Duringtheimplementationof theRTL-PTsystem,therehavealsobeensomeotherminorchanges,
adaptationsand,in general,slight differencesfrom thestandardde�nition. All thesearereportedin
Section5.

Finally, AppendixA includesa full exampleof use,on which botha real-timetaskanda Linux
processtraceeventsinto astream,while anotherLinux processretrievesthem.Thisexamplecanalso
befound(andexecuted)in thedirectoryexamples/posixtrace/rtl-and-linux .

2 The Thr eeTracing Rolesin RTL-PT

As describedin thestandard,therearethreeroleswhichareexecutedin any completetracingactivity:
thetracecontrollerprocess,thetargetor tracedprocessandthetraceanalyzerprocess.

In a typical RT-Linux application,theprogrammerusuallysplits theapplicationcodein a setof
real-timetasks(executedby theRT-Linux kernel)plusoneor moreLinux userprocesses(executed
by the Linux kernel). Thesetwo partswill be hereafterreferredto asthe applications's “RT-Linux
side”and“Linux side”. If sometracesupporthasto begivento thetwo sides,theRTL-PT systemhas
to bepresentatboth.Therefore,wehave implementedRTL-PT astwo cooperatingtracesubsystems,
oneateachlevel:

a) RT-Linux trace subsystem. The RTL-PT supportat the RT-Linux level hasbeenintegrated
into the RT-Linux scheduler(modulertl scheduler.o ). The tracesupportis thenalways
availableto theRT-Linux application,whetheror not theapplicationwantsto useit. Neverthe-
less,its overheadin thecaseof notusingit is practicallynull.

All thedatastructuresnecessaryto keeptheentiretracingstatusarecreatedandmanagedinside
this module. Thesedatastructureinclude,amongothercontrol information,the setof event
typesregisteredfor thetargetandall theactive streamswith its currentlystoredevents.

b) Linux trace subsystem. Maybethemostnaturalwayto suportPOSIXTraceat theLinux level
couldhavebeento modify theLinux kernelby addingtherequiredfacilitiesasnew Linux sys-
temcalls. However, we chosenot to do this for two reasons:�rstly , becausethenthesupport
would have beencompletelycoupledto a particularversionof theLinux kernel,andsecondly
becausetheactualfunctionalityto besupported(seebelow) did not actuallyrequiresucham-
bitiousimplementation. As aresult,thedecisionwasto implementthissubsystemasa library
to belinkedwith any Linux processthat requiredtracesupport(calledlibposix trace.a ).
This library is madeavailablein Linux whenRT-Linux (with theRTL-PT system)is compiled.
Internally, this library communicateswith theRT-Linux scheduler(wheretheRT-Linux trace
subsystemis) in orderto make bothsystemswork in a synchronizedmanner. This communi-
cationis doneby severaldedicatedRT-FIFOs.

thetheGPL,andcanbefoundon www.dsic.upv.es/˜aespinos/quivi.html .
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6 RTL POSIX Trace 1.0
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Figure 1: The RTL POSIX Trace 1.0 system.

Figure1 depictsa completevision of the RTL-PT system,showing both tracesubsystemsand
their relationshipswith thedifferentcomponentsof a real-timeapplication.The�gure shows all the
possibilitiesof the RTL-PT systemat once,including real-timetasksand Linux processesplaying
the target andtraceanalyzerroles. In this �gure, the applicationRT-Linux sideis labelledRT-App

Module, while theapplicationLinux sideis formedby theLinux processeslabelledTarget Process

andAnalyzer Process. The �gure is furtherdescribedin the following subsections,wherethethree
tracerolesarediscussed.The review of therolesis donein termsof who canplay eachof themin
RT-Linux accordingto theRTL-PT system(asexplainedabove, “who” meansthereal-timetasks,or
aLinux process,or both).

2.1 TraceController Process

Theprocessplayingthetracecontrollerprocess(TCP)rolehastheability to createoneor moretrace
streamsin orderto tracecertaintargetprocess.After creatingastream,theTCPhascompletecontrol
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2.1 Trace Controller Process 7

onits behavior (amongotheractions,it canstartandstopthestream,setthe�lter of eventtypes,clear
thestream,shutit down, etc.).

In RTL-PT, the setup of the stream(s)on which the real-timeapplicationwill be tracedcorre-
spondsnaturallyto the RT-Linux sideof the application. In particular, the actionsrelatedwith the
TCPwill normallybeexecutedat the initialization stageof theRT-Linux side(in the init module

function).An exceptionof this is thecaseof thestreamshuttingdown, whichwill usuallybedoneat
theapplication's exit (insidethecleanup module function). Any of theTCPfunctionscanalsobe
calledby a runningreal-timetask,althoughthis shouldnot thecasefor many of them4.

Thus,if any RT-Linux applicationwantsto traceeventsusingtheRTL-PT support,theinitializa-
tion functionof themodulecontainigtheapplicationhasto perform,at least,theseactions:

1. A call posix trace attr init in orderto initialize astreamattributeobject.If any attribute
hasadefaultvaluewhichis notappropriatefor theapplication,thenthecorrespondingfunction
shouldbeinvokedto correctit.

2. A call posix trace create in orderto createa streamwith the streamattribute objectar-
rangedabove. Thiscall must providea0 asthefunction's �rst argument,indicatingthatweare
goingto tracethecurrentprocess.If successful,a streamidenti�er is returned.

If theapplicationneedsto betracedin morethanonestream,thenthis stephasto berepeated
asmany timesasnecessary. Theupperlimit of this is currently7, sinceonestreamis reserved
to thekerneltracefacility (seeSection4).

3. If any of thecreatedstreamsrequires�ltering, thentheapplicationneedsto createanempty(or
full) event typeset,add(or remove) individual event typesasrequired,andthenapplytheset
to theappropriatestreamby callingposix trace set filter .

4. A call posix trace start in orderto make thestreamto startrecordingevents.Do thiswith
any streamcreated.

The following is the full list of the functionscorrespondingto the TCP which aresupportedin
RTL-PT 1.0. (thisparticularsubsetof thetracefunctionsis representedas TC in Figure1):

int posix_trace_attr_destroy(trace_attr_t *);
int posix_trace_attr_getclockres(const trace_attr_t *,

struct timespec *);
int posix_trace_attr_getcreatetime(const trace_attr_t *,

struct timespec *);
int posix_trace_attr_getgenversion(const trace_attr_t *, char *);
int posix_trace_attr_getmaxdatasize(const trace_attr_t *restrict,

size_t *restrict);
int posix_trace_attr_getmaxsystemeventsize (const trace_attr_t *restrict,

4Someof thetracefunctions,for exampletheonethatcreatesanstream,producessigni�cant overhead.This overhead
is nota problemwhentheapplicationis beinginitialized,but it canbeinacceptablyhigh at run time.
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8 RTL POSIX Trace 1.0

size_t *restrict);
int posix_trace_attr_getmaxusereventsize( const trace_attr_t *restrict,

size_t, size_t *restrict);
int posix_trace_attr_getname(const trace_attr_t *, char *);
int posix_trace_attr_getstreamfullpolicy( const trace_attr_t *restrict,

int *restrict);
int posix_trace_attr_getstreamsize(const trace_attr_t *restrict,

size_t *restrict);
int posix_trace_attr_init(trace_attr_t *);
int posix_trace_attr_setmaxdatasize(trace _attr_ t *, size_t);
int posix_trace_attr_setname(trace_attr_t *, const char *);
int posix_trace_attr_setstreamsize(trace_ attr_t *, size_t);
int posix_trace_attr_setstreamfullpolicy( trace_ attr_t *, int);
int posix_trace_clear(trace_id_t);
int posix_trace_create(pid_t, const trace_attr_t *restrict,

trace_id_t *restrict);
int posix_trace_eventid_equal(trace_id_t, trace_event_id_t,

trace_event_id_t);
int posix_trace_eventid_get_name(trace_id _t, trace_event_id_t, char *);
int posix_trace_eventset_add(trace_event_ id_t, trace_event_set_t *);
int posix_trace_eventset_del(trace_event_ id_t, trace_event_set_t *);
int posix_trace_eventset_empty(trace_even t_set_ t *);
int posix_trace_eventset_fill(trace_event _set_t *, int);
int posix_trace_eventset_ismember(trace_e vent_i d_t,

const trace_event_set_t *restrict, int *restrict);
int posix_trace_eventtypelist_getnext_id( trace_ id_t,

trace_event_id_t *restrict, int *restrict);
int posix_trace_eventtypelist_rewind(trac e_id_t );
int posix_trace_get_attr(trace_id_t, trace_attr_t *);
int posix_trace_get_filter(trace_id_t, trace_event_set_t *);
int posix_trace_get_status(trace_id_t,

struct posix_trace_status_info *);
int posix_trace_set_filter(trace_id_t, const trace_event_set_t *, int);
int posix_trace_shutdown(trace_id_t);
int posix_trace_start(trace_id_t);
int posix_trace_stop(trace_id_t);
int posix_trace_trid_eventid_open(trace_i d_t, const char *restrict,

trace_event_id_t *restrict);

2.2 The TracedProcess

In RTL-PT 1.0, the target or tracedprocess(TP) is always composedby a set of real-timetasks
executedby theRT-Linux schedulerand,optionally, someLinux userprocesses.TheRTL-PT system
providesboth levelswith the two functionswhich thestandardde�nes to this role. Thesefunctions
are:

int posix_trace_eventid_open(const char *restrict,
trace_event_id_t *restrict);

void posix_trace_event(trace_event_id_t,
const void *restrict, size_t);
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2.3 The Trace Analyzer Process 9

The supportfor the TP at the RT-Linux level is provided by the RT-Linux schedulermodule
(representedas T at theupperpartof theScheduler + Trace subsystem Module box in Figure1).

At theLinux level, theTP functionsareprovidedby the libposix trace.a library, which has
to belinkedwith any targetLinux process.TheTP supportprovidedby thelibrary is representedas
the T symbolinsidetheLinux Target Process in Figure1. Insidethelibrary, thesetwo TPfunctions
usea privateRT-FIFOin orderto communicatewith theRT-Linux tracesubsystem,which is theone
that actuallystoresthe information. Eachtime a messageis written to the FIFO at the Linux side,
a handlerin theRT-Linux schedulerwakesup (this handleris depictedas H1 in the �gure). When
triggered,thehandlerchecksthemessagein orderto retrieve which functionwascalledfrom Linux
(andits arguments)andtheninvokestheequivalentfunctionof theRT-Linux tracesubsystem.Many
Linux processescanusethesefunctionssimultaneously, effectively usingthesameFIFO.Obviously,
this mechanismdoesnot work if theRT-Linux schedulermoduleis not loadedwhenthe Linux TP
callsthesefunctions.If theRT-Linux sidehasnotalreadycreatedthestream(s),or if it hasshutthem
down, thencalling to thesetwo functionsfrom Linux hasnoeffect.

If theTP role is beingexecutedby differententities (namely, thesetof real-timetasksandsome
Linux processes),it is possiblefor any of themto registera new event typeby calling the function
posix trace eventid open . Theidenti�er returnedby thecall canbesubsequentlyusedby this
entity to traceeventsof this type. But, astheregistrationis actuallyperformedin a singleplace(the
RT-Linux tracesubsystem)for all theentities,this registrationbecomesglobal for all theseentities
forming theTP. This meansthatoneentity canactuallytraceeventsof a typewhich wasoriginally
registeredby anotherentity. For example,if theapplicationreal-timesidehasregisteredanew event
typenamed“evtype1 ” andthena Linux processdoesthesame,theLinux processwill bereturned
thesameinternalidenti�er for theeventtypethatthereal-timesidereceived. Then,bothentitiescan
actuallytraceeventsof thesametype.

2.3 The TraceAnalyzer Process

SinceRTL-PT doesnot supporttheTraceLog option, theonly way of retrieving eventsis to do so
while thestream(s)on which theapplicationis beingtracedareactive. This is therole of the trace
analyzerprocess(TAP).

In RTL-PT, theTAP supportis providedby thetwo tracesubsystems,whichallows any real-time
taskor any Linux processto retrieve eventsfrom a given stream. At the RT-Linux level, the TAP
functionsareprovided by the modulecontainingthe RT-Linux scheduler(symbolizedas A above
this modulein Figure 1). In Linux, the TAP functionsare provided by the libposix trace.a

library. In the�gure, this is representedasthe A symbolinsidetheLinux Analyzer process.

In thissense,it isworthnotingthatalthoughit is technicallypossibleto havemany entities playing
the TAP role simultaneously(e.g.,many real-timetasksand/orLinux processes),this not probably
a goodideaunlesseachof themis retrieving eventsfrom a different stream. If, for example,two
real-timetasks(or a real-timetaskanda Linux process)areretrieving eventsfrom thesame stream,
theneachevent in the streamwill randomlybe retrieved by oneentity or the other(dependingon
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10 RTL POSIX Trace 1.0

which oneasksfor its retrieval �rst). In the end, the eventsretrieved by eachentity will probably
have to bemerged,andall of themarere-ordered,in orderto extractany usefulinformation.For this
reason,having only oneTAP entitypertracestreamis normallya betterpractice.

The full list of functionsavailablefor theTAP at eitherof theapplicationlevels is now shown.
Pleasenote that all of them,except the last threeones,are alsoon the list in Section2.1; this is
becausethesefunctionscorrespondto capabilitiesthatbothTCPandTAP rolesshare:

int posix_trace_attr_getclockres(const trace_attr_t *,
struct timespec *);

int posix_trace_attr_getcreatetime(const trace_attr_t *,
struct timespec *);

int posix_trace_attr_getgenversion(const trace_attr_t *, char *);
int posix_trace_attr_getmaxdatasize(const trace_attr_t *restrict,

size_t *restrict);
int posix_trace_attr_getmaxsystemeventsiz e(cons t trace_attr_t *restrict,

size_t *restrict);
int posix_trace_attr_getmaxusereventsize( const trace_attr_t *restrict,

size_t, size_t *restrict);
int posix_trace_attr_getname(const trace_attr_t *, char *);
int posix_trace_attr_getstreamfullpolicy( const trace_attr_t *restrict,

int *restrict);
int posix_trace_attr_getstreamsize(const trace_attr_t *restrict,

size_t *restrict);
int posix_trace_eventid_equal(trace_id_t, trace_event_id_t,

trace_event_id_t);
int posix_trace_eventid_get_name(trace_id _t, trace_event_id_t, char *);
int posix_trace_eventtypelist_getnext_id( trace_ id_t,

trace_event_id_t *restrict, int *restrict);
int posix_trace_eventtypelist_rewind(trac e_id_t );
int posix_trace_get_attr(trace_id_t, trace_attr_t *);
int posix_trace_get_status(trace_id_t,

struct posix_trace_status_info *);
int posix_trace_getnext_event(trace_id_t,

struct posix_trace_event_info *restrict , void *restrict,
size_t, size_t *restrict, int *restrict);

int posix_trace_timedgetnext_event(trace_ id_t,
struct posix_trace_event_info *restrict, void *restrict,
size_t, size_t *restrict, int *restrict,
const struct timespec *restrict);

int posix_trace_trygetnext_event(trace_id _t,
struct posix_trace_event_info *restrict, void *restrict, size_t,
size_t *restrict, int *restrict);

At theRT-Linux level, it is straightforwardfor areal-timetaskto retrieveaneventfrom any given
stream,just by usingany of thethreeretrieval functionsat thebottomof thelist. This is becausethe
streamidenti�er (which is a parameterof thethreefunctions)is a known variablewithin themodule
containingthe applicationRT-Linux side. Accordingto the standard,this is the expectedbehavior
in on-line tracing,wheretheTCP andthe TAP areactuallythesameprocess.Therefore,the usual
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2.3 The Trace Analyzer Process 11

practicewill beto createaTAP real-timetaskperactive tracestream,sothateachtaskis responsible
of retrieving theeventsof thatstream(or else,thesamereal-timetaskcansequentiallyretrieveevents
from differentstreams).

However, if we want a Linux process to retrieve eventsfrom a given tracestream,thenthereis
a seriousproblem,becausethe internalidenti�er of that particularstreamis not known outsidethe
applicationRT-Linux module.Imagine,for example,thatwe want threeLinux processesto retrieve
andanalyzeeventsfrom threedifferentstreams.The programmerneedsa way, at implementation
time, to distinguishfrom thesestreams,althoughtheir actualstreamidenti�ers will not be known
until run time (andonly at theRT-Linux level). We hadto slightly changethebehavior established
by thestandardin orderto solve this. Indeed,only theexpectedbehavior waschanged;theinterface
remainsintact.All this is now explained.

Thewaybothsidesof theapplicationcanagree,at implementationtime,to useaparticularstream
is doneby name.We take advantagethatstreamhave names(it is oneof theattributesin thestream
attributeobject)in thefollowing way:

1. TheapplicationRT-Linux sidehasto givecertainnameto thestreamwhenthestreamiscreated.
The header�le trace.h provides public namesfor the eight possiblestreamsthat may be
created.

Insidethecreationfunction (posix trace create ), theRTL tracesubsystemcreatesa pri-
vateRT-FIFO which is associatedexclusively with thatstreamname.All theseFIFOscreated
for supportingTAP in Linux sharea commonRT-Linux handler (the H2 in Figure1), which
executedwhenever a Linux processwritessomedatato oneof theFIFOs.

2. A Linux processthatwantsto retrieveeventsfrom thatstreamhas�rst to getastreamidenti�er
that points to that particularstream. This is doneby “creating” the streamagaininside the
Linux processwith thesamepublicnameit wasusedin the�rst step.

Theposix trace create functionis alsousedhere,but with differentsemantics:thestream
nameis usedto extract the FIFO namethat is associatedwith the stream;thenthe function
checkswhetheror not theFIFOhasalreadybeencreatedby theRT-Linux side.If so,thisFIFO
becomestheprivatelink betweentheLinux processandthatparticularstream.Otherwise,the
functionfails.

3. Theinternalstreamidenti�er returnedby thecreationfunctionin thepreviousstepcanthenbe
usedby theLinux processin thethreealternative retrieval function. All threefunctionswork
exactlyasdescribedin thestandard.

4. Sincethe streamsareshutdown at the RT-Linux level, a mechanismis neededto inform an
analyzerLinux processwhenthishappens.Thishasbeencarriedoutby following thestandard
de�nition of theretrieval functions:the [EINVAL] errorhasto bereturnedby any of thethree
functionsif “the tracestreamidenti�er wasinvalid”. In Linux, this happenswhenthestream
hasbeenshutdown from theRT-Linux side.
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12 RTL POSIX Trace 1.0

3 NewSystemEvent TypesDe�ned in RTL-PT

ThePOSIXTracestandardde�nes,for thecombinationof theTraceandTraceEventFilter options,
theprede�nedsystemeventsin thefollowing table:

Event Type Name Event TypeConstant Additional Data Description

posix trace error POSIX TRACE ERROR int error This event reports that an error related
to the trace system occurred.

posix trace start POSIX TRACE START trace event set t
event filter

This event is reported each time the
stream starts tracing events, returning
also the filter currently active for the
stream.

posix trace stop POSIX TRACE STOP int auto This event is reported each time the
stream stops tracing events, returning
also whether the stop was automatic or
application-initiated.

posix trace filter POSIX TRACE FILTER trace event set t
old event filter,
new event filter

This event is reported each time the ap-
plication changes the filter of the stream,
returning both the old and the new filters.

posix trace overflow POSIX TRACE OVERFLOW (none) This event is reported at the beginning
of an overflow situation (some events are
overwritten in the stream, and thus they
are lost).

posix trace resume POSIX TRACE RESUME (none) This event is reported right before the
first “valid” event after an overflow situa-
tion (that is, when the overflow situation
has ended).

posix trace unnamed
userevent

POSIX TRACE UNNAMED
USEREVENT

(none) This event is reported when the
user tries to register a new event
type and the per-process maxi-
mum amount of user event types
(TRACE USER EVENT MAX) has been
reached.

Table 1: System event types predefined by the POSIX Trace standard.

In additionto these,RTL-PT1.0hasaddedthefollowing ones,mainlywith thepurposeof retriev-
ing systeminformationthatcanbeusefulfor thereal-timeprogrammer. Pleasenotethat futurever-
sionsof RTL-PT maymodify theeventtypes(syntacticallyor semantically);check�le <trace.h>

for any change.All theseeventsareautomaticallyrecordedto any active streamwhich hasnot ex-
plicitly �ltered themout:

POSIX TRACE CONTEXT SWITCH :

Event type name: posix trace context switch.

When it is reported: Every time a context switch is produced between real-time tasks.

Associated data:

typedef struct {
void *task; // The new running task
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3 New System Event Types Defined in RTL-PT 13

int priority; // Its priority
task_state_t state;
bool is_linux; // Whether this task is Linux or not

} posix_trace_task_state_event_data;

POSIX TRACE TASK STATE :

Event type name: posix trace task state.

When it is reported: Every time a real-time task changes its state (released, ended, ready,
suspended).

Associated data:
typedef struct {

void *task; // The task the state is being reported
int priority; // Its priority
task_state_t state; // The task's new state
bool is_linux; // Whether this task is Linux or not

} posix_trace_task_state_event_data;

POSIX TRACE KERNEL OVERHEAD :

Event type name: posix trace kernel overhead.

When it is reported: Every time the RT-Linux scheduler starts or stops running. In particular,
each time the schedule function is invoked.

Associated data:
typedef struct {

kernel_overhead_t type; // OVERHEAD_STARTor OVERHEAD_END
void *task; // The task that was running
bool is_linux; // Whether this task is Linux or not.

} posix_trace_overhead_event_data;

POSIX TRACE SYSTEM CALL :

Event type name: posix trace system call.

When it is reported: Every time some system calls are invoked from a real-time tasks. Only
some “interesting” system calls are actually instrumented (such as pthread create, clock nanosleep,
pthread kill, pthread mutex lock, etc.).

Associated data:
typedef struct {

syscall_types_t syscall; // The invoked syscall's identifier
void *task; // The invoking task
bool is_linux; // Whether this task is linux or not

} posix_trace_syscall_event_data;

POSIX TRACE MUTEX LOCK / POSIX TRACE MUTEX UNLOCK :

Event type name: posix trace mutex lock, posix trace mutex unlock.

When it is reported: Every time the related functions are called, including the mutex identifier
and, in the case of the lock function, the result of the invocation: lock granted, lock denied (and
hence blocking the task), or lock tried (if the “try” function has been invoked and the lock is not
granted.)

Associated data:
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14 RTL POSIX Trace 1.0

typedef struct {
mutex_op_t op; // The operation
void *mutex; // The mutex id
void *task; // The invoking task id

} posix_trace_mutex_event_data;

POSIX TRACE COND WAIT / POSIX TRACE COND BROADCAST :

Event type name: posix trace cond wait, posix trace cond broadcast.

When it is reported: Every time the related functions are called, including the identifiers of the
mutex and condition variable involved, and the invoking task.

Associated data:

cond_op_t op; // Operation: wait, signal, broadcast
void *task; // The invoking task id
void *cond; // The condition variable id
void *mutex; // The mutex id

} posix_trace_cond_event_data;

4 The Kernel TraceFacility

Thekerneltracefacility usessomeof theeventtypesreviewedin thelastsectionin orderto generate
human-friendlyinformationof applicationexecutions.

This facility is formedby two separatecomponents(thekernelmodulertl ktrace.o ) andthe
Linux programktrace analyzer whichwork coordinately:

a) rtl ktrace.o . Whenloaded,thismodulecreatesa tracestreamandsetsits �lter sothatonly
systemeventsareaccepted.Thestreamis createdsuspended,asusual,but themoduledoesnot
startit at �rst. Whenthemoduleis unloaded,it shutsthisstreamdown.

Themoduleexportstwo functions,namedrlt ktrace start andrlt ktrace stop , which
internally startsandstopsthe stream,respectively. By usingthem,the applicationRT-Linux
sidecanstartandstopthis automaticcollectionof systemeventswhenever necessary.

In RTL-PT 1.0, this modulebecomesa partof theRT-Linux moduleset,so it is startedauto-
maticallywith theothermoduleswhentheusertypesrtlinux start in a shell.

b) ktrace analyzer . This programrunsasa Linux process.It accessesthestreamcreatedby
the rtl ktrace moduleandretrievestheeventsasthey arerecorded.This programhasto be
runningin thebackgroundwhile the real-timeapplicationis executing,sinceall the recorded
eventsarelostwhenthertl ktrace moduleexits.

Theprogramretrievestheeventsof thestreamaboveandgeneratestwo trace�les onwhichthe
sequenceof observed eventsis dumped:the format of the �rst �le (with a tra extension)is
appropriateto beinterpretedby agraphicaltracedisplaytool calledQuivi, while theformatof
thesecond�le (with a dbg extension)is textual. Figure2 shows a screencaptureof onetrace
�le displayedin Quivi.
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5 Some Other Minor Changes 15

Figure 2: A snapshot of the Quivi tool displaying a trace generated by the Kernel Trace facility.

Given that theRTL-PT systemautomaticallytracesall systemeventsandstoresthemin all the
active tracestreamsonwhichthey arenotexplicitly �ltered out,theextraoverheadof thekerneltrace
facility is very low. Nevertheless,if theapplicationdoesnotwantto usethis facility, it mayeithernot
loadingthe rlt ktrace moduleor simply not invoking the rlt ktrace start functionfrom the
applicationRT-Linux sidemodule.

5 SomeOther Minor Changes

Thissectionlists thedifferencesbetweenthestandardde�nition andtheimplementationof theRTL-
PTwhichhave notbeenreportedin othersectionsof thisdocument.

5.1 HeaderFiles

Someconstantsand basictypesare de�ned in header�les which are not the onesestablishedby
the standard.In particular: all the limit constants(suchasTRACESYS MAXor TRACENAMEMAX)
shouldbeplacedin header�le limits.h andall theprivate(opaque)datatypes(astrace id t or
trace event id t ) shouldbeplacedin sys/types.h .

In bothcases,all thesetypesandconstantshave beende�ned in trace.h . Thereasonfor this is
thatin RT-Linux many header�les areduplicated(oneversionfor RT-Linux andanotherfor Linux) in
suchawaythatsomeheader�les areidenticalin bothsidesandsomeotheraredifferent.Thismakes
the entireheadersystemso complex that we thoughtthat, for the sake of clarity, this shortcoming
couldbe reasonable.As a result,any RT-Linux applicationor Linux programthatwantsto usethe
tracesupportof RTL-PT hasto includethisglobalheader�le only.
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16 RTL POSIX Trace 1.0

5.2 Full Event Sets

Whentheapplicationwantsto have asetfull of eventtypes,it usesposix trace eventset full ,
indicatingoneof theseoptions:POSIX TRACEWOPIDEVENTS, POSIX TRACESYSTEMEVENTSor
POSIX TRACEALL EVENTS. The�rst oneis de�nedasthesetof “all theprocess-independent, imple-
mentation-de�nedsystemtraceeventtypes”,thesecondis thesetformedby “all theimplementation-
de�ned systemtraceeventtypes”andthelastoneis thesetformedby “all thetraceeventtypes”.

RTL-PT 1.0considersthatall systemeventsaredirectlyor indirectly relatedto the targetprocess
(andprobablyalsoto someof its tasks)andthereforethePOSIX TRACEWOPIDEVENTSeventsetis
consideredvoid.
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A An Example 17

A An Example

The examplethis sectionis describingis oneof the sampleapplicationsthat RTL-PT 1.0 provides
in theexamples/posixtrace directory. Any of theseexamplescanbeexecutedby typing “make

test ” in a shelllocatedin theexample's directory.

In particular, thisexamplefeaturesa“complex” applicationformedby severalreal-timetasksand
a Linux process(called target process ). Both the real-timetasksandthe target Linux process
de�ne new userevent typesand then traceeventsto a single stream,which is set to �lter out all
systemevents. The eventsare retrieved by an additionalLinux processcalled linux analyzer .
Thisprocessjust retrievestheeventsandwrite themto thestandardoutput.Thereal-timemoduleand
bothLinux processesarenow explainedin detail,showing excerptsof theactualC �les.

A.1 The rtl tasks.c Module

The applicationRT-Linux side is placedin this modulecalled rtl tasks.c . Inside this module,
theinitializationstagecontainsthecreationof astreamattributeobject,its modi�cation, thecreation
of a streamandits �ltering setup, and�nally , thecreationof four periodicreal-timetasks.Among
thesefour, only oneactuallytracesevents,while theotherjust consumeCPUandusessomesystem
resources(amutex). This is how this functionlookslike:

int init_module(void) {

trace_attr_t attr;
pthread_attr_t thattr;
trace_event_set_t set;
int error;

// Start the automatic tracing of kernel events:
rtl_ktrace_start();

// Create and set the trace attribute:
posix_trace_attr_init(&attr);
posix_trace_attr_setstreamfullpolicy (&attr, POSIX_TRACE_UNTIL_FULL);
posix_trace_attr_setname(&attr, TRACE_STREAM1_NAME);

// Create the stream:
error = posix_trace_create(0, &attr, &trid);
if (error) {

return -1;
}

// Set the stream filter to only record user events:
posix_trace_eventset_fill(&set, POSIX_TRACE_SYSTEM_EVENTS);
posix_trace_set_filter(trid, (const trace_event_set_t *) &set,

POSIX_TRACE_SET_EVENTSET);
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18 RTL POSIX Trace 1.0

// Start tracing:
posix_trace_start(trid);

// Create the task which traces user events (awakes each 100 msec):
pthread_attr_init (&thattr);
pthread_create (&thr1, &thattr, writer, 0);
pthread_make_periodic_np(thr1, 0, (hrtime_t) 100000000);

// And other tasks which just consume cpu

// This one awakes each 20 msec:
pthread_create (&thr2, &thattr, just_execute, (void *) 100000);
pthread_make_periodic_np(thr2, 0, (hrtime_t) 20000000);

// This one awakes each 25 msec:
pthread_create (&thr3, &thattr, just_execute, (void *) 300000);
pthread_make_periodic_np(thr3, 0, (hrtime_t) 25000000);

// This one awakes each 50 msec:
pthread_create (&thr4, &thattr, just_execute, (void *) 200000);
pthread_make_periodic_np(thr4, 0, (hrtime_t) 50000000);

return 0;
}

Thereal-timetaskexecutingthewriter function�rst registersthreenew eventtypes(whichare
called“user event string”, “user event char”and“user event int”) andthenentersinto a loop,which
executesone iterationeachtime the task is periodically released.In eachloop, the task tracesan
eventof eachof theseuserevent types. Two of the threeeventsaretracedeachtime with different
associateddata,while thethird alwaystracesthesamedata.Thewriter functionis now shown:

void *writer(void *dummy) {
int i;
int j;
char s[32];
char c;
int k;
void *data;

// Create some new event types:
posix_trace_eventid_open ("user event string", &ev_string);
posix_trace_eventid_open ("user event char", &ev_char);
posix_trace_eventid_open ("user event int", &ev_int);

// Initialize data to be recorded along with the events
c = 'A';
k = 0;
//s = "RT-Linux says: Hello world!";
strcpy(s, "RT-Linux says: Hello world!");
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A.1 The rtl tasks.c Module 19

for (i=0; i<50; i++) {

pthread_mutex_lock(&mutex);

// Trace the "user event char" event and consume some CPU:
data = (void *) & c;
posix_trace_event(ev_char, data, sizeof(char));
c += 1;
for (j=0; j<40000; j++) ;

// Trace the "user event int" event and consume some CPU:
data = (void *) & k;
posix_trace_event(ev_int, data, sizeof(int));
k += 1;
for (j=0; j<40000; j++) ;

// Trace the "user event string" event and consume some CPU:
posix_trace_event(ev_string, s, sizeof(s));
for (j=0; j<40000; j++) ;

pthread_mutex_unlock(&mutex);

// Go to sleep until next period:
pthread_wait_np();

}
return (void *) 0;

}

Finally, themodule's cleanupfunctionshutsthestreamdown, destroy thetasksandexits:

void cleanup_module(void) {

rtl_printf("rtl_tasks: CLEANUP!!!\n");

// Stop and shutdown the stream:
posix_trace_stop(trid);
posix_trace_shutdown(trid);

// Delete the tasks:
pthread_delete_np(thr1);
pthread_delete_np(thr2);
pthread_delete_np(thr3);
pthread_delete_np(thr4);

// Stop the automatic tracing of kernel events:
rtl_ktrace_stop();

}
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20 RTL POSIX Trace 1.0

A.2 The linux target.c Program

Thisprogramis supposedto form partof theapplication,andthusalsotraceseventinto thestream(s)
which the RT-Linux might have created.In particular, this programregistertwo event typescalled
“user event linux” and“user event string”. Theformeris unknown to thetracesystemandthenit is
registeredasa new eventtype. However, thelatterhasalreadybeencreatedby theRT-Linux sideso
in this case,theregisterfunction in Linux returnsthealreadymappedidenti�er for thatevent. This
shows how RT-Linux andLinux caneffectively traceeventswhichbelongto thesameeventtype.

After registeringthe two event types,the programjust entersin a loop in which tracesthe two
eventsandthensleepsfor awhile.

#include <stdio.h>
#include <unistd.h>
#include <signal.h>
#include <trace.h>

#define NTIMES 30

void timer_handler(int dummy) {
return;

}

int main(void) {
int ntimes;
trace_event_id_t ev_linux;
trace_event_id_t ev_string;
void *data;
char s[32];
struct itimerval timeout;
struct sigaction action;

// Create a new type of event:
posix_trace_eventid_open ("user event linux", &ev_linux);

// Register an event type which has been created in RT-Linux
posix_trace_eventid_open ("user event string", &ev_string);
strcpy(s, "Linux says: Hello world!");

// Initialize the timeout value (oneshot, 500 ms):
timeout.it_interval.tv_sec = 0;
timeout.it_interval.tv_usec = 0;
timeout.it_value.tv_sec = 0;
timeout.it_value.tv_usec = 500000;

sigfillset(&(action.sa_mask));
sigdelset(&(action.sa_mask), SIGALRM);
action.sa_handler = timer_handler;
sigaction(SIGALRM,&action,NULL);
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// Enter the main loop: trace this event and sleep for a timeout:
for (ntimes = 0; ntimes < NTIMES; ntimes ++) {

data = (void *) & ntimes;
posix_trace_event(ev_linux, data, sizeof(int));
posix_trace_event(ev_string, s, sizeof(s));

setitimer(ITIMER_REAL,&timeout,NULL);
pause();

}
return 0;

}

A.3 The linux analyzer.c Program

This programis the traceanalyzerprocessfor the application. It basicallyextractsall the possible
informationoutof thestreamcreatedat theRT-Linux side.As explainedabove (Section2.3)theway
aLinux analyzerprocesscanbeattachedto a particularstreamis by “re-creating”it usingthepublic
nameof thestream(de�ned in “ trace.h ).

Theprogram“creates”thestream,extractsanddisplaysthestreamattributes,thesetof registered
event typesandthestreamstatus,andthenentersa loop in which waits for anevent to beavailable
in thestream.Whenavailable,it displaysall its information,includingits associatedtraceddata,and
thenwaitsagainfor thenext event.

#include <stdio.h>
#include <string.h>
#include <trace.h>

#define MAX_DATA_SIZE 256

int main(void) {
char data[MAX_DATA_SIZE];
char str[TRACE_NAME_MAX];
char s[64];
size_t data_len;
size_t size;
int unavailable;
int pol;
int error;
trace_event_id_t ev;
trace_attr_t trace_attr;
trace_id_t trace_id;
struct posix_trace_event_info event;
struct posix_trace_status_info status;
struct timespec time;
int *i;
char *c;
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// Create (open) **the same** trace stream already created in
// rtl_tasks.c
posix_trace_attr_init(&trace_attr);
posix_trace_attr_setname(&trace_attr, TRACE_STREAM1_NAME);
error = posix_trace_create(0,&trace_attr,&trac e_id);

if(error) {
fprintf(stderr,"ERROR %d while creating stream %s\n", error,
TRACE_STREAM1_NAME);
exit(1);

}

// Retrieve the attributes of this stream and print all the info:
error = posix_trace_get_attr(trace_id, &trace_attr);
fprintf(stderr, "get attr (%d)\n", error);

error = posix_trace_attr_getgenversion(&trace_ attr, str);
fprintf(stderr, "get genversion (%d): %s\n", error, str);

error = posix_trace_attr_getname(&trace_attr, str);
fprintf(stderr, "get name (%d): %s\n", error, str);

error = posix_trace_attr_getcreatetime(&trace_ attr, &time);
fprintf(stderr, "get create time (%d): %ld.%ld\n", error,
time.tv_sec, time.tv_nsec);

error = posix_trace_attr_getclockres(&trace_at tr, &time);
fprintf(stderr, "get clock res (%d): %ld.%ld\n", error,
time.tv_sec, time.tv_nsec);

error = posix_trace_attr_getstreamfullpolicy(& trace_ attr, &pol);
fprintf(stderr, "get full policy (%d): %d\n", error, pol);

error = posix_trace_attr_getmaxusereventsize(& trace_ attr, 0, &size);
fprintf(stderr, "get max user event size (%d): %d\n", error, size);

error = posix_trace_attr_getmaxsystemeventsize (&trac e_attr , &size);
fprintf(stderr, "get max system event size (%d): %d\n", error, size);

error = posix_trace_attr_getmaxdatasize(&trace _attr, &size);
fprintf(stderr, "get max data size (%d): %d\n", error, size);

error = posix_trace_attr_getstreamsize(&trace_ attr, &size);
fprintf(stderr, "get stream size (%d): %d\n", error, size);

// Print the full list of event types available in the stream:
error = posix_trace_eventtypelist_rewind(trace _id);
fprintf(stderr, "event list rewind (%d)\n", error);

error = posix_trace_eventtypelist_getnext_id (trace_id, &ev, &unavailable);
while( ! unavailable && ! error) {
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error = posix_trace_eventid_get_name (trace_id, ev, str);

if (! error) {
fprintf(stderr, "event getname (%d): %s\n", error, str);

}
// Get the next one:
error = posix_trace_eventtypelist_getnext_id (trace_id, &ev,

&unavailable);
}

// Print the current status of the stream :
error = posix_trace_get_status(trace_id, &status);
fprintf(stderr, "event get status (%d): %d %d %d \n", error,
status.posix_stream_status, status.posix_stream_full_status,
status.posix_stream_overrun_status);

// Start retrieving events while the stream is open:
fprintf(stderr, "\n\nNow retrieving events: \n");

while(1) {

error = posix_trace_getnext_event(trace_id, &event, &data, sizeof(data),
&data_len, &unavailable);

if(error) {
fprintf(stderr,"No more events (%d). Exiting\n", error);
exit(0);

} else if (unavailable) {
fprintf(stderr, " Event unavailable\n");

} else {
fprintf(stderr, " ** New event ----------------------------------\n");
fprintf(stderr, " Event identifier = %d\n", event.posix_event_id);
fprintf(stderr, " Process ID = %d\n", event.posix_pid);
fprintf(stderr, " Address = %x\n", (int) event.posix_prog_address);
fprintf(stderr, " Truncation status= %d\n", event.posix_truncation_status);
fprintf(stderr, " Timestamp = %ld.%9ld\n", event.posix_timestamp.tv_sec,

event.posix_timestamp.tv_nsec);
fprintf(stderr, " Thread ID = %d\n", (int) event.posix_thread_id);

posix_trace_eventid_get_name (trace_id, event.posix_event_id, str);
fprintf(stderr, " Event Name = %s\n", str);

// Now switch depending on the event type (name):
if (!strcmp(str,"user event char")) {

c = (char *) data;
fprintf(stderr, " Data (char) = %c\n", *c);

}

else if (!strcmp(str,"user event int")) {
i = (int *) data;
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fprintf(stderr, " Data (int) = %d\n", *i);
}

else if (!strcmp(str,"user event string")) {
strcpy(s, data);
fprintf(stderr, " Data (string) = %s\n", s);

}

else if (!strcmp(str,"user event linux")) {
i = (int *) data;
fprintf(stderr, " Data (int) = %d\n", *i);

}

else {
fprintf(stderr, " Data unknown\n" );

}

fprintf(stderr, " Data length = %d\n", data_len);
fprintf(stderr, " ------------------------------------ ------ -----\ n\n");

}

}
return 0;

}
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