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Foreword 3

Foreword

This documentassumeshat you alreadyknow aboutthe POSIX Tracestandard.If not, we advise
youto take alook atthe documententitled“A Summaryof the POSIX TraceStandard”rst.

Althoughyou aremostprobablyfamiliar with RT-Linux andhow real-timeapplicationsareim-
plementednit, thefollowing is a (very) brief descriptionof the RT-Linux programmingphilosophy
We hopethis will helpyou understandomeof the designdecisionsadoptedn the implementation
of thePOSIXTracesupport.If youalreadyknow how to implementRT-Linux applicationsyou may
perfectlyskip it.

RT-Linux is areal-timekernelmainly focussednimplementingsmallhardreal-timeapplications
which needtightly boundednterruptlatenciesanda fully predictablesystembehaior. In addition,
the programmercanhave full advantageof having a general-purposdull-featuredoperatingsystem
asLinux available (but only runningwhenRT-Linux allows it to do so)

Fromtheprogrammepoint of view, RT-Linux hasbeenprogressiely takingthe externalform of
thePOSIXMinimal RealtimeSystenPro le (MRSP)overtheyears.TheMRSPis themostrestricted
pro le de nedin POSIXfor real-timeoperatingsystemsThis pro le describeshefacilitiesrequired
to supportsmall, embeddedhardreal-timeapplications.The hardware requirement®f this pro le
includeonly oneprocessqgrno explicit memoryprotection,no massstorageand,in general simple
hardware devicesoperatedsynchronously The softwarerequirementsncludeonly the executionof
one procesgwith completePOSIX threadsupport),but without the needof a le systemor user
interaction.

SinceRT-Linux hasadoptedthe MRSP model(althoughthe supportis still incomplete),it only
supportsone “process”to be running at a time', on which mary POSIX threads(real-timetasks)
canbe created.Fromthe RT-Linux viewpoint, Linux andall its userprocessesreglobally seenas
an additionalreal-timetaskrunningin the backgroundat lowestpriority). This meansthat Linux
processesanstill execute,but only whenno real-timetaskwantsto do so. In addition, real-time
taskscaninteractwith Linux processeby usingcommunicatiormechanismsuchassharednemory
andreal-time" fos”.

Overall, this model permits(and encouragesbhe programmeito split the real-timeapplication
into two parts:the codewhich actuallyneedshardreal-timecapabilitiesandthe non-real-timecode.
Then,thereal-timepart(usuallysmallandsimple)is implementedsasetof real-timetasksatthe RT-
Linux level, while thenon-real-timepart(which canbeasbig andcomple asneeded)s implemented
asoneor moreLinux processes.

!Actually, sinceRT-Linux supportsmultiprocessofSMP) systemsthe RT-Linux modelassumesnerunningprocess
perphysicalprocessorHowever, this featureis not furtherconsideredsinceour tracingsystemdoesnot have multiproces-
sorsupportyet.
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4 RTL POSIX Trace 1.0

1 Intr oduction

The purposeof this documents to point outthe characteristicandpeculiaritiesof our POSIXTrace
standardmplementatiorin RT-Linux. Thisimplementatiorhaseffectively integrateda POSIXTrace
subsysteminto the RT-Linux kernel. In particular it hasbeencarriedout on the OpenRT-Linux
version3.1. Thetracesystenmhasbeenbaptized’RTL POSIXTracel.0” (RTL-PT 1.0).

ThetracesystemRTL-PT 1.0 entirely supportshe Traceandthe TraceEvent Filter optionsde-
ned in the standardsubjectto someminor changesand limitations. Overall, this allows the pro-
grammerof a real-timeapplicationin RT-Linux to perform ltered on-line tracingof eventsat run
time.

Corversely RTL-PT 1.0doesnot (sofar) supportneitherthe Tracelnheritancenorthe TracelLog
options. The reasorfor not supportinginheritances straightforvard, sincethe “target” procesdor
RT-Linux (thatis, therunningreal-timeapplication)cannotfork. We may supporttraceinto logsin
somefuture version,but this is not trivial sincethe RT-Linux kerneldoesnot have directaccesdo
astandardle systemin a permanenstoragemedia(suchasthe computers harddrive le systems
availableat the Linux level). This lack of le systemaccessould be circumwentedin a coupleof
wayg, with either of them covering only partially the standards requirementdor the TracelLog
option.

Following the RT-Linux philosophy(explainedin the Foreword section) thetracesystenconsid-
ersonly one target processatatime (i.e., the running RT-Linux application),but potentiallyformed
by botha setof RT-Linux tasksandary numberof Linux processesThe implementatiorthussup-
portsthetracing(generationjand retrieval of traceeventsfrom boththe RT-Linux tasksand Linux
processesoncurrently. Furthermorethis taiget canbe tracedin up to TRACESYSMAXnumberof
streamssimultaneously(this constanthas currently its minimum value accordingto the standard,
whichis eight). All thisis furtherexplainedin Section2.

In ageneral-purpossystemoneof themainbene tsof having atracesystemavailableis to test
(anddelug) applicationdrom afunctionalpoint of view. Thatis, to checkif agivenapplicationdoes
whatit is supposedo do. In a real-timesystem,however, it alsobecomesvital to knov when the
applicationis doingthings,andhow much theseactionstake to execute.This kind of temporalinfor-
mationshouldincludethe systemoverheadaswell, in orderto beaccurateanduseful. In this sense,
RTL-PT 1.0 hasintroducedsomesystemeventtypesthatautomaticallycollectthis type of informa-
tion andmale it availableto analysis.A descriptionof the systemeventtypesandits associatedlata
canbefoundin Section3. In addition,theapplicationcanoptionallyuseafacility called“RTL kernel
trace”which automaticallycollectsandprocessethesenew systemeventsandgeneratesome les
with therecordednformation.With oneof this les, for example,agraphicaltraceof theapplication
executioncanbedepictedby usingavisor tool calledQuivi2. Thekerneltracefacility is describedn

2The rst possibilityis to sendthetraceeventsto a Linux procesgby a RT-FIFO, for instance)andmale this process
storetheminto the le log. Or else,we could sendthe eventsthroughsomeport (e.g.,serial, parallel, network, etc.) to
anothercomputer

3Quivi is atracedisplayerentirelyimplementedn Tcl-Tk by Agustn Espinosallt is free software,underthetermsof
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2 The Three Tracing Roles in RTL-PT 5

Section4.

Duringtheimplementatiorof theRTL-PT systemtherehave alsobeensomeotherminorchanges,
adaptationsnd,in generalslight differencesrom the standardde nition. All thesearereportedin
Sectionb.

Finally, AppendixA includesa full exampleof use,on which both a real-timetaskanda Linux
procesgraceeventsinto a streamwhile anothelLinux processetrievesthem. This examplecanalso
befound (andexecuted)in the directoryexamples/posixtrace/rtl-and-linux

2 TheThreeTracing Rolesin RTL-PT

As describedn the standardtherearethreeroleswhich areexecutedn ary completeracingactvity:
thetracecontrollerprocessthetargetor tracedprocessandthetraceanalyzerprocess.

In atypical RT-Linux application,the programmemusually splits the applicationcodein a setof
real-timetasks(executedby the RT-Linux kernel)plus oneor moreLinux userprocessegexecuted
by the Linux kernel). Thesetwo partswill be hereaftereferredto asthe applications “RT-Linux
side”and“Linux side”. If sometracesupporthasto begivento thetwo sidesthe RTL-PT systenhas
to bepresentat both. Thereforewe have implementedRTL-PT astwo cooperatindgracesubsystems,
oneateachlevel:

a) RT-Linux trace subsystem The RTL-PT supportat the RT-Linux level hasbeenintegrated
into the RT-Linux schedule(modulertl _scheduler.o ). Thetracesupportis thenalways
availableto the RT-Linux application whetheror notthe applicationwantsto useit. Neverthe-
less,its overheadn the caseof notusingit is practicallynull.

All thedatastructuresiecessario keeptheentiretracingstatusarecreatecandmanagednside
this module. Thesedatastructureinclude,amongothercontrol information, the setof event
typesregisteredfor thetamgetandall theactive streamswith its currentlystoredevents.

b) Linux trace subsystem Maybethemostnaturalwayto suportPOSIXTraceattheLinux level
couldhave beento modify the Linux kernelby addingtherequiredfacilitiesasnew Linux sys-
temcalls. However, we chosenot to do this for two reasons:rstly , becaus¢henthe support
would have beencompletelycoupledto a particularversionof the Linux kernel,andsecondly
becausehe actualfunctionalityto be supportedseebelow) did not actuallyrequiresucham-
bitiousimplementation As aresult,thedecisionwasto implementthis subsystenasalibrary
to belinked with ary Linux procesghatrequiredtracesupport(calledlibposix  trace.a ).
Thislibrary is madeavailablein Linux whenRT-Linux (with the RTL-PT system)s compiled.
Internally this library communicatesvith the RT-Linux schedule(wherethe RT-Linux trace
subsystenis) in orderto make both systemswork in a synchronizednanner This communi-
cationis doneby severaldedicatedRT-FIFOs.

thethe GPL, andcanbefoundon www.dsic.upv.es/aespinos/quivi.html
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6 RTL POSIX Trace 1.0

Target Process Analyzer Process

RT-App Module

S9SS820.d /Y10

Initialization J

l“ Linux Kernel
é ;

@ O) ® | RT-FIFO Module

Trace Stream

!
1hE

events

Time Module

Other Modules

Scheduler + Trace Subsystem Module

HARDWARE

Figurel: The RTL POSIX Trace 1.0 system.

Figure 1 depictsa completevision of the RTL-PT system,shawving both trace subsystemsnd
their relationshipswith the differentcomponent®f a real-timeapplication.The gure shavs all the
possibilitiesof the RTL-PT systemat once,including real-timetasksand Linux processeglaying
the taiget andtraceanalyzerroles. In this gure, the applicationRT-Linux sideis labelledRT-App
Module, while the applicationLinux sideis formedby the Linux processetabelledTarget Process
andAnalyzer Process. The gure is furtherdescribedn the following subsectionswherethethree
tracerolesarediscussedThe review of therolesis donein termsof who canplay eachof themin
RT-Linux accordingto the RTL-PT system(asexplainedabore, “who” meanghereal-timetasks,or
aLinux processor both).

2.1 TraceController Process

TheprocesplayingthetracecontrollerprocesgTCP)role hastheability to createoneor moretrace
streamsn orderto tracecertaintargetprocessAfter creatinga streamthe TCPhascompletecontrol

©2002 A. Terrasa, A. Garcia-Fornes, A. Espinosa



2.1 Trace Controller Process 7

onits behaior (amongotheractions,t canstartandstopthestreamsetthe Iter of eventtypes,clear
the streamshutit down, etc.).

In RTL-PT, the setup of the stream(s)n which the real-timeapplicationwill be tracedcorre-
spondsnaturallyto the RT-Linux side of the application. In particular the actionsrelatedwith the
TCPwill normallybe executedat theinitialization stageof the RT-Linux side(in theinit _module
function). An exceptionof thisis the caseof the streamshuttingdown, which will usuallybedoneat
theapplications$ exit (insidethe cleanup _module function). Any of the TCP functionscanalsobe
calledby arunningreal-timetask,althoughthis shouldnot the casefor mary of thent*.

Thus,if ary RT-Linux applicationwantsto traceeventsusingthe RTL-PT supporttheinitializa-
tion functionof the modulecontainigthe applicationhasto perform,atleast,theseactions:

1. Acallposix _trace _attr _init in ordertoinitialize a streamattribute object.If ary attribute
hasadefaultvaluewhichis notappropriatdor theapplicationthenthecorrespondindunction
shouldbeinvokedto correctit.

2. A call posix _trace _create in orderto createa streamwith the streamattribute objectar
rangedabove. This call must provide a0 asthefunction's rst agument,ndicatingthatwe are
goingto tracethecurrentprocesslf successfula streamidenti er is returned.

If theapplicationneedgo betracedin morethanonestreamthenthis stephasto berepeated
asmary timesasnecessaryThe upperlimit of thisis currently7, sinceonestreamis resered
to thekerneltracefacility (seeSectiord).

3. If ary of thecreatedstreamsequiresltering, thentheapplicationneedgo createanempty(or
full) eventtype set,add(or remove) individual eventtypesasrequired,andthenapplythe set
to theappropriatestreamby calling posix _trace _set filter

4. A callposix _trace _start in orderto makethestreamto startrecordingevents.Do this with
ary streancreated.

The following is the full list of the functionscorrespondindo the TCP which are supportedn
RTL-PT 1.0. (this particularsubsebf the tracefunctionsis representeds (16 in Figure1):

int posix_trace_attr_destroy(trace_attr_t *);
int posix_trace_attr_getclockres(const trace_attr_t *
struct  timespec *);
int posix_trace_attr_getcreatetime(const trace_attr_t *,
struct  timespec *);
int posix_trace_attr_getgenversion(const trace_attr_t *  char *);
int posix_trace_attr_getmaxdatasize(const trace_attr_t *restrict,
size_t  *restrict);
int posix_trace_attr_getmaxsystemeventsize (const trace_attr_t *restrict,

4Someof thetracefunctions,for examplethe onethatcreatesan stream producessigni cant overhead This overhead
is nota problemwhenthe applicationis beinginitialized, but it canbeinacceptablyhigh atruntime.
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8 RTL POSIX Trace 1.0

size_t  *restrict);

int posix_trace_attr_getmaxusereventsize( const trace_attr_t *restrict,
size t, size_t  “*restrict);
int posix_trace_attr_getname(const trace_attr_t *  char *);
int posix_trace_attr_getstreamfullpolicy( const trace_attr_t *restrict,
int  *restrict);
int posix_trace_attr_getstreamsize(const trace_attr_t *restrict,
size_t  *restrict);
int posix_trace_attr_init(trace_attr_t *);
int posix_trace_attr_setmaxdatasize(trace _attr_ t *,  size_t);
int posix_trace_attr_setname(trace_attr_t * const char *);
int posix_trace_attr_setstreamsize(trace_ attr t  *, size_t);
int posix_trace_attr_setstreamfullpolicy( trace_ attr t * int);
int posix_trace_clear(trace_id_t);
int posix_trace_create(pid_t, const trace_attr t *restrict,
trace_id_t *restrict);
int posix_trace_eventid_equal(trace_id_t, trace_event_id_t,
trace_event_id_t);
int posix_trace_eventid_get_name(trace_id _t, trace_event id t, char *);
int posix_trace_eventset_add(trace_event_ id_t, trace_event_set t *);
int posix_trace_eventset_del(trace_event_ id_t, trace_event_set t *);
int posix_trace_eventset_empty(trace_even tset t *);
int posix_trace_eventset_fill(trace_event _set t * int);
int posix_trace_eventset_ismember(trace_e vent_i d_t,
const trace_event_set _t *restrict, int  *restrict);
int posix_trace_eventtypelist_getnext_id( trace_ id_t,
trace_event id t *restrict, int  *restrict);
int posix_trace_eventtypelist_rewind(trac e id_t );
int posix_trace_get_attr(trace_id_t, trace_attr_t *);
int posix_trace_get_filter(trace_id_t, trace_event_set_t *);
int posix_trace_get_status(trace_id_t,
struct  posix_trace_status_info *);
int posix_trace_set _filter(trace_id_t, const trace_event_set_t *int);

int posix_trace_shutdown(trace_id_t);

int posix_trace_start(trace_id_t);

int posix_trace_stop(trace_id_t);

int posix_trace_trid_eventid_open(trace_i d_t, const char *restrict,
trace_event_id_t *restrict);

2.2 The TracedProcess

In RTL-PT 1.0, the target or tracedprocess(TP) is always composedby a set of real-timetasks
executedby the RT-Linux scheduleand,optionally someLinux userprocessesThe RTL-PT system
provideshboth levels with the two functionswhich the standardde nesto this role. Thesefunctions
are:

int posix_trace_eventid_open(const char *restrict,
trace_event_id t *restrict);

void posix_trace_event(trace_event_id_t,
const void *restrict, size_t);

©2002 A. Terrasa, A. Garcia-Fornes, A. Espinosa



2.3 The Trace Analyzer Process 9

The supportfor the TP at the RT-Linux level is provided by the RT-Linux schedulemodule
(representeds(T) atthe upperpartof the Scheduler + Trace subsystem Module boxin Figurel).

At theLinux level, the TP functionsareprovided by thelibposix ~ _trace.a library, which has
to belinkedwith ary tamgetLinux process.The TP supportprovided by thelibrary is representeds
the(T) symbolinsidetheLinux Target Process in Figurel. Insidethelibrary, thesetwo TP functions
usea private RT-FIFOin orderto communicatevith the RT-Linux tracesubsystemwhichis theone
that actually storesthe information. Eachtime a messages written to the FIFO at the Linux side,
a handlerin the RT-Linux schedulemwakes up (this handleris depictedas| 1] in the gure). When
triggered the handlerchecksthe messagén orderto retrieve which functionwascalledfrom Linux
(andits agumentsyandtheninvokesthe equivalentfunction of the RT-Linux tracesubsystemMany
Linux processesanusethesefunctionssimultaneouslyeffectively usingthe sameFIFO. Obviously,
this mechanisndoesnot work if the RT-Linux schedulemoduleis not loadedwhenthe Linux TP
callsthesefunctions.If the RT-Linux sidehasnotalreadycreatedhe stream(s)or if it hasshutthem
down, thencalling to thesetwo functionsfrom Linux hasno effect.

If the TP role is beingexecutedby differententities (hamely the setof real-timetasksandsome
Linux processes)t is possiblefor arny of themto registera new eventtype by calling the function
posix _trace _eventid _open. Theidentier returnedby the call canbe subsequentlysedby this
entity to traceeventsof this type. But, astheregistrationis actuallyperformedn a singleplace(the
RT-Linux tracesubsystemjor all the entities,this registrationbecomeslobal for all theseentities
forming the TP. This meanghat oneentity canactuallytraceeventsof a type which wasoriginally
registeredby anotherentity. For example,if theapplicationreal-timesidehasregistereda new event
typenamed‘evtypel " andthenaLinux processloesthesamethe Linux proceswwill bereturned
thesameinternalidenti er for the eventtypethatthereal-timesidereceved. Then,bothentitiescan
actuallytraceeventsof the sametype.

2.3 The Trace Analyzer Process

SinceRTL-PT doesnhot supportthe TracelLog option, the only way of retrieving eventsis to do so
while the stream(s)on which the applicationis beingtracedareactie. This is therole of thetrace
analyzemprocesgTAP).

In RTL-PT, the TAP supportis provided by thetwo tracesubsystemsyhich allows ary real-time
taskor ary Linux procesgo retrieve eventsfrom a given stream. At the RT-Linux level, the TAP
functionsare provided by the modulecontainingthe RT-Linux scheduleisymbolizedas (4) abore
this modulein Figure1). In Linux, the TAP functionsare provided by the libposix  trace.a
library. In the gure, thisis representedsthe (4) symbolinsidetheLinux Analyzer process.

In thissenseit is worth notingthatalthoughit is technicallypossiblgo have mary entities playing
the TAP role simultaneouslye.g.,mary real-timetasksand/orLinux processes}his not probably
a goodideaunlesseachof themis retrieving eventsfrom a different stream. If, for example,two
real-timetasks(or a real-timetaskanda Linux processhreretrieving eventsfrom the same stream,
theneacheventin the streamwill randomlybe retrieved by one entity or the other (dependingon
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10 RTL POSIX Trace 1.0

which one asksfor its retrieval rst). In the end,the eventsretrieved by eachentity will probably
have to bememged,andall of themarere-orderedin orderto extractary usefulinformation. For this
reasonhaving only one TAP entity pertracestreams normally a betterpractice.

Thefull list of functionsavailablefor the TAP at eitherof the applicationlevels is nov shavn.
Pleasenote that all of them, exceptthe lastthreeones,are alsoon the list in Section2.1; this is
becaus¢hesefunctionscorrespondo capabilitiesghatboth TCPand TAP rolesshare:

int posix_trace_attr_getclockres(const trace_attr_t *
struct  timespec *);

int posix_trace_attr_getcreatetime(const trace_attr t *
struct  timespec *);

int posix_trace_attr_getgenversion(const trace_attr_t *  char *);

int posix_trace_attr_getmaxdatasize(const trace_attr_t *restrict,
size_t  *restrict);

int posix_trace_attr_getmaxsystemeventsiz e(cons t trace_attr_t *restrict,
size_t  *restrict);

int posix_trace_attr_getmaxusereventsize( const trace_attr_t *restrict,
size t, size_t  “*restrict);

int posix_trace_attr_getname(const trace_attr_t *  char *);

int posix_trace_attr_getstreamfullpolicy( const trace_attr_t *restrict,
int  *restrict);

int posix_trace_attr_getstreamsize(const trace_attr_t *restrict,
size_t  *restrict);

int posix_trace_eventid_equal(trace_id_t, trace_event_id t,
trace_event_id_t);

int posix_trace_eventid_get_name(trace_id _t, trace_event_id_t, char *);

int posix_trace_eventtypelist_getnext_id( trace_ id_t,
trace_event id t *restrict, int  *restrict);

int posix_trace_eventtypelist_rewind(trac e id_t );

int posix_trace_get_attr(trace_id_t, trace_attr_t *);

int posix_trace_get_status(trace_id_t,
struct  posix_trace_status_info *);

int posix_trace_getnext_event(trace_id_t,
struct  posix_trace_event_info *restrict , void “*restrict,
size t, size_t  “*restrict, int  *restrict);

int posix_trace_timedgetnext_event(trace_ id_t,
struct  posix_trace_event_info *restrict, void *restrict,
size_t, size_t  *restrict, int  *restrict,
const struct timespec *restrict);

int posix_trace_trygetnext_event(trace_id t,
struct  posix_trace_event_info *restrict, void *restrict, size t,
size_t  “*restrict, int  *restrict);

At theRT-Linux level, it is straightforvard for areal-timetaskto retrieve aneventfrom ary given
streamjust by usingary of thethreeretrieval functionsat the bottomof thelist. Thisis becausehe
streamidenti er (whichis a parameteof the threefunctions)is a known variablewithin the module
containingthe applicationRT-Linux side. Accordingto the standardthis is the expectedbehaior
in on-line tracing,wherethe TCP andthe TAP areactuallythe sameprocess.Therefore the usual
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2.3 The Trace Analyzer Process 11

practicewill beto createa TAP real-timetaskperactive tracestream sothateachtaskis responsible
of retrieving theeventsof thatstream(or else the samereal-timetaskcansequentiallyetrieve events
from differentstreams).

However, if we wanta Linux process to retrieve eventsfrom a giventracestreamthenthereis
a seriousproblem,becausedhe internalidenti er of that particularstreamis not known outsidethe
applicationRT-Linux module.Imagine,for example,thatwe wantthreeLinux processeso retrieve
and analyzeeventsfrom threedifferent streams.The programmemeedsa way, at implementation
time, to distinguishfrom thesestreams althoughtheir actualstreamidenti ers will not be known
until run time (andonly at the RT-Linux level). We hadto slightly changethe behaior established
by the standardn orderto solwe this. Indeed,only the expectedbehavior waschangedtheinterface
remainsntact. All thisis now explained.

Theway bothsidesof theapplicationcanagree atimplementationime, to useaparticularstream
is doneby name.We take adwvantagethat streamhave namegit is oneof the attributesin the stream
attribute object)in thefollowing way:

1. TheapplicationRT-Linux sidehasto give certainnameto thestreamwhenthestreanis created.
The headerle trace.h  provides public namesfor the eight possiblestreamshat may be
created.

Insidethe creationfunction (posix _trace _create ), the RTL tracesubsystentreatesa pri-

vate RT-FIFO which is associate@xclusively with thatstreamname.All theseFIFOscreated
for supportingTAP in Linux sharea commonRT-Linux handler (the|+z|in Figurel), which
executedwheneer a Linux procesawritessomedatato oneof the FIFOs.

2. A Linux procesghatwantsto retrieve eventsfrom thatstreanmhas rst to getastreamidenti er
that pointsto that particularstream. This is doneby “creating” the streamagaininside the
Linux processwith thesamepublic nameit wasusedin the rst step.

Theposix _trace _create functionisalsousedhere,butwith differentsemanticsthestream
nameis usedto extract the FIFO namethat is associatedvith the stream;thenthe function
checkswhetheror notthe FIFO hasalreadybeencreatedy the RT-Linux side.If so,thisFIFO
becomeghe privatelink betweerthe Linux processandthatparticularstream.Otherwise the
functionfails.

3. Theinternalstreamidenti er returnedby the creationfunctionin the previous stepcanthenbe
usedby theLinux processn thethreealternatve retrieval function. All threefunctionswork
exactly asdescribedn the standard.

4. Sincethe streamsare shutdevn at the RT-Linux level, a mechanisnis neededo inform an
analyzeiLinux processvhenthis happensThis hasbeencarriedout by following the standard
de nition of theretrieval functions:the [EINVAL] errorhasto bereturnedby ary of thethree
functionsif “the tracestreamidenti er wasinvalid”. In Linux, this happensvhenthe stream
hasbeenshutdevn from the RT-Linux side.

©2002 A. Terrasa, A. Garcia-Fornes, A. Espinosa
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3 NewSystemEvent TypesDe ned in RTL-PT

ThePOSIX Tracestandardie nes, for the combinationof the Traceand TraceEventFilter options,
theprede nedsystemeventsin thefollowing table:

Event Type Name

Event Type Constant

Additional Data

Description

posix_trace_error

posix_trace_start

posix_trace_stop

posix_trace_filter

posix_trace_overflow

posix_trace_resume

posix-trace_unnamed
_userevent

POSI X.-TRACE_ERROR

POSI X_-TRACE_START

POSI X.-TRACE_STCOP

POSI X_-TRACE_FI LTER

POSI X-TRACE_OVERFLOW

POSI X-TRACE_RESUME

POSI X_-TRACE_UNNAMED
_USEREVENT

int error

trace_event_set_t
event_filter

int auto

trace_event_set_t
old_event_filter,
new_event_filter

(none)

(none)

(none)

This event reports that an error related
to the trace system occurred.

This event is reported each time the
stream starts tracing events, returning
also the filter currently active for the
stream.

This event is reported each time the
stream stops tracing events, returning
also whether the stop was automatic or
application-initiated.

This event is reported each time the ap-
plication changes the filter of the stream,
returning both the old and the new filters.

This event is reported at the beginning
of an overflow situation (some events are
overwritten in the stream, and thus they
are lost).

This event is reported right before the
first “valid” event after an overflow situa-
tion (that is, when the overflow situation
has ended).

This event is reported when the
user tries to register a new event
type and the per-process maxi-
mum amount of user event types
(TRACE_USER_EVENT_MAX) has been
reached.

Table 1: System event types predefined by the POSIX Trace standard.

In additionto these RTL-PT 1.0hasaddedhefollowing onesmainlywith the purposeof retriev-
ing systeminformationthatcanbe usefulfor the real-timeprogrammer Pleasenotethat future ver-
sionsof RTL-PT may modify the eventtypes(syntacticallyor semantically)check le <trace.h>
for ary change.All theseeventsareautomaticallyrecordedo ary active streamwhich hasnot ex-
plicitly Itered themout:

POSIX_TRACE_CONTEXT_SWITCH
Event type name: posix_trace_context_switch.

When it isreported: Every time a context switch is produced between real-time tasks.

Associated data:

typedef
void

struct

{

*task;

/I The new running

task
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int priority; /Il lts  priority
task_state_t state;
bool is_linux; /I Whether this task is Linux or not

} posix_trace_task_state_event_data;

POSIX_TRACE_TASK _STATE :
Event type name: posix_trace_task_state.
When it isreported: Every time a real-time task changes its state (released, ended, ready,
suspended).
Associated data:
typedef  struct  {

void *task; /I The task the state is being reported
int priority; Il Its priority

task_state t state; /I The task's new state

bool is_linux; /I Whether this task is Linux or not

} posix_trace_task_state_event_data;

POSIX_TRACE_KERNEL _OVERHEAD :
Event type name: posix_trace_kernel_overhead.
When it isreported: Every time the RT-Linux scheduler starts or stops running. In particular,
each time the schedule function is invoked.
Associated data:
typedef  struct  {

kernel_overhead_t type; /I OVERHEAD_STAR®r OVERHEAD_END
void *task; /I The task that was running
bool is_linux; /I Whether this task is Linux or not.

} posix_trace_overhead_event_data;

POSIX_.TRACE_SYSTEM _CALL :
Event type name: posix_trace_system_call.
When it isreported: Every time some system calls are invoked from a real-time tasks. Only
some “interesting” system calls are actually instrumented (such as pthread_create, clock_nanosleep,
pthread_kill, pthread_mutex_lock, etc.).
Associated data:
typedef  struct  {

syscall_types_t syscall; /I The invoked syscall's identifier
void *task; /Il The invoking  task
bool is_linux; /I Whether this task is linux or not

} posix_trace_syscall_event_data;

POSIX_TRACE_.MUTEX_LOCK / POSIX_TRACE_.MUTEX_UNLOCK :
Event type name: posix_trace_mutex_lock, posix_trace_mutex_unlock.
When it isreported: Every time the related functions are called, including the mutex identifier
and, in the case of the lock function, the result of the invocation: lock granted, lock denied (and
hence blocking the task), or lock tried (if the “try” function has been invoked and the lock is not
granted.)
Associated data:
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typedef  struct  {

mutex_op_t op; /I The operation
void *mutex; /I The mutex id
void *task; /l The invoking task id

} posix_trace_mutex_event_data;

POSIX_TRACE_COND_WAIT / POSIX_.TRACE_.COND_BROADCAST :
Event type name: posix_trace_cond_wait, posix_trace_cond_broadcast.

When it isreported: Every time the related functions are called, including the identifiers of the
mutex and condition variable involved, and the invoking task.
Associated data:

cond_op_t op; /I Operation: wait,  signal, broadcast
void *task; /I The invoking task id

void *cond,; /' The condition variable id

void *mutex; /I The mutex id

} posix_trace_cond_event_data;

4 The Kernel Trace Facility

Thekerneltracefacility usessomeof the eventtypesreviewedin thelastsectionin orderto generate
human-friendlyinformationof applicationexecutions.

Thisfacility is formedby two separateomponentgthe kernelmodulertl  ktrace.o ) andthe
Linux programktrace _analyzer whichwork coordinately:

a) rtl _ktrace.o .Whenloadedthismodulecreatesatracestreamandsetsits Iter sothatonly
systemeventsareacceptedThestreamis createdsuspendedsusual but the moduledoesnot
startit at rst. Whenthemoduleis unloadedit shutsthis streamdown.

Themoduleexportstwo functionsnamedlt _ktrace _start andrlt _ktrace _stop ,which
internally startsand stopsthe stream respectiely. By usingthem,the applicationRT-Linux
sidecanstartandstopthis automaticcollectionof systemeventswheneer necessary

In RTL-PT 1.0, this modulebecomesa part of the RT-Linux moduleset,soit is startedauto-
maticallywith the othermodulesvhenthe usertypesrtlinux start in ashell.

b) ktrace _analyzer . ThisprogramrunsasalLinux processlt accessethe streamcreatedoy
thertl _ktrace moduleandretrievestheeventsasthey arerecorded.This programhasto be
runningin the backgroundvhile the real-timeapplicationis executing,sinceall therecorded
eventsarelostwhenthertl _ktrace moduleexits.

Theprogranretrievestheeventsof thestreamabove andgenerateswo trace les onwhichthe
sequencef obsered eventsis dumped:the formatof the rst le (with atra extension)is
appropriateo beinterpretecby a graphicaltracedisplaytool calledQuivi, while theformatof
thesecondle (with adbg extension)is textual. Figure2 shaws a screencaptureof onetrace
le displayedn Quivi.
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Figure 2: A snapshot of the Quivi tool displaying a trace generated by the Kernel Trace facility.

Giventhatthe RTL-PT systemautomaticallytracesall systemeventsand storesthemin all the
active tracestreamsnwhichthey arenotexplicitly Itered out,theextra overheadf thekerneltrace
facility is very low. Neverthelessif theapplicationdoesnotwantto usethis facility, it mayeithernot
loadingtherlt _ktrace moduleor simply notinvokingtherlt ktrace start functionfrom the
applicationRT-Linux sidemodule.

5 SomeOther Minor Changes

This sectionlists the differencesetweerthe standardie nition andtheimplementatiorof the RTL-
PT which have notbeenreportedn othersectionsof thisdocument.

5.1 HeaderFiles

Someconstantsand basictypesare de ned in headerles which are not the onesestablishedy
the standard.In particular: all the limit constantgsuchas TRACESYSMAXor TRACENAMEMAX
shouldbe placedin headerle limits.h andall the private (opaque)atatypes(astrace id t or
trace _event _id _t ) shouldbeplacedin sys/types.h

In bothcasesall thesetypesandconstanthiave beende nedin trace.h . Thereasorfor thisis
thatin RT-Linux mary headerles areduplicatedoneversionfor RT-Linux andanotherfor Linux) in
suchawaythatsomeheaderles areidenticalin bothsidesandsomeotheraredifferent. This makes
the entire headersystemso complex thatwe thoughtthat, for the sale of clarity, this shortcoming
couldbereasonableAs aresult,any RT-Linux applicationor Linux programthatwantsto usethe
tracesupportof RTL-PT hasto includethis globalheaderle only.
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5.2 Full Event Sets

Whentheapplicationwantsto have a setfull of eventtypes,it usesposix _trace _eventset full ,
indicatingone of theseoptions: POSIX_. TRACEWOPIDEVENTS POSIX_TRACESYSTEMEVENTSor
POSIX_TRACEALL_EVENTSThe rst oneis de ned asthesetof “all theprocess-independegmmple-
mentation-de nedystentraceeventtypes”,theseconds thesetformedby “all theimplementation-
de ned systemtraceeventtypes”andthelastoneis thesetformedby “all thetraceeventtypes”.

RTL-PT 1.0considerghatall systemeventsaredirectly or indirectly relatedto the tamgetprocess
(andprobablyalsoto someof its tasks)andthereforethe POSIX TRACEWOPIDEVENTSeventsetis
consideredoid.
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A An Example

The examplethis sectionis describingis one of the sampleapplicationsthat RTL-PT 1.0 provides
in the examples/posixtrace directory Any of theseexamplescanbe executedby typing “make
test " in ashelllocatedin theexamples directory

In particular this examplefeaturesa“complex” applicationformedby severalreal-timetasksand
a Linux procesqcalledtarget _process ). Both thereal-timetasksandthe tamget Linux process
de ne new usereventtypesandthentraceeventsto a single stream,which is setto lter out all
systemevents. The eventsare retrieved by an additionalLinux processcalledlinux _analyzer
This procesgustretrievesthe eventsandwrite themto thestandarautput. Thereal-timemoduleand
bothLinux processearenow explainedin detail, shawving excerptsof theactualC les.

A.1 Thertl _tasks.c Module

The applicationRT-Linux sideis placedin this modulecalledrtl _tasks.c . Insidethis module,
theinitialization stagecontainghe creationof a streamattribute object,its modi cation, the creation
of astreamandits Itering setup, and nally, the creationof four periodicreal-timetasks.Among
thesefour, only oneactuallytracesevents,while the otherjust consumeCPU andusessomesystem
resourcegamutex). Thisis how this functionlookslike:

int  init_module(void) {
trace_attr_t attr;
pthread_attr_t thattr;
trace_event_set_t set;
int error;

/I Start the automatic tracing of kernel events:
rtl_ktrace_start();

/I Create and set the trace attribute:

posix_trace_attr_init(&attr);

posix_trace_attr_setstreamfullpolicy (&attr, POSIX_TRACE_UNTIL_FULL);
posix_trace_attr_setname(&attr, TRACE_STREAM1_NAME);

/I Create the stream:

error = posix_trace_create(0, &attr, &trid);

if  (error) {

return  -1;

}

/I Set the stream filter to only record user events:
posix_trace_eventset_fill(&set, POSIX_TRACE_SYSTEM_EVENTS);
posix_trace_set_filter(trid, (const trace_event_set t *)  &set,

POSIX_TRACE_SET_EVENTSET);
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/I Start tracing:
posix_trace_start(trid);

/I Create the task which traces user events (awakes each 100 msec):

pthread_attr_init (&thattr);
pthread_create (&thr1, &thattr, writer, 0);
pthread_make_periodic_np(thrl, 0, (hrtime_t) 100000000);

/I And other tasks which just consume cpu

/I This one awakes each 20 msec:
pthread_create (&thr2, &thattr, just_execute, (void *) 100000);
pthread_make_periodic_np(thr2, 0, (hrtime_t) 20000000);

/I This one awakes each 25 msec:
pthread_create (&thr3, &thattr, just_execute, (void *) 300000);
pthread_make_periodic_np(thr3, 0, (hrtime_t) 25000000);

/I This one awakes each 50 msec:

pthread_create (&thr4, &thattr, just_execute, (void *) 200000);
pthread_make_periodic_np(thr4, 0, (hrtime_t) 50000000);
return  0;

Thereal-timetaskexecutingthewriter ~ function rst registersthreenew eventtypes(whichare
called“user.eventstring”, “user.eventchar’and“user.eventint”) andthenentersnto aloop, which
executesoneiteration eachtime the taskis periodicallyreleased.In eachloop, the tasktracesan
event of eachof theseusereventtypes. Two of the threeeventsaretracedeachtime with different
associatedlata,while thethird alwaystraceshe samedata. Thewriter ~ functionis now shavn:

void *writer(void *dummy) {
int i;
int i
char  s[32];
char ¢
int k;
void *data;

/I Create some new event types:

posix_trace_eventid_open ("'user event string", &ev_string);
posix_trace_eventid_open ("'user event char", &ev_char);
posix_trace_eventid_open ("'user event int", &ev_int);

/I Initialize data to be recorded along with the events
c = 'A}

k = 0;

/Is = "RT-Linux says: Hello world!;

strepy(s, "RT-Linux  says: Hello world!);

©2002 A. Terrasa, A. Garcia-Fornes, A. Espinosa



Al

The rtl _tasks.c Module 19

for (i=0; i<B0; i++) {

pthread_mutex_lock(&mutex);

/I Trace the "user event char" event and consume some CPU:
data = (void *) & c;

posix_trace_event(ev_char, data, sizeof(char));

c += 1,

for (j=0; j<40000; j++) ;

/I Trace the "user event int" event and consume some CPU:
data = (void *) & k;

posix_trace_event(ev_int, data, sizeof(int));

k += 1;

for (j=0; j<40000; j++) ;

/I Trace the "user event string" event and consume some CPU:
posix_trace_event(ev_string, s, sizeof(s));

for (j=0; j<40000; j++) ;

pthread_mutex_unlock(&mutex);

/I Go to sleep until next period:
pthread_wait_np();
}
return  (void *) O;
}
Finally, the modules cleanugfunctionshutsthe streamdown, destry thetasksandexits:
void cleanup_module(void) {
rtl_printf("rtl_tasks: CLEANUP!I\N");

1

Stop and shutdown the stream:

posix_trace_stop(trid);
posix_trace_shutdown(trid);

1

Delete the tasks:

pthread_delete_np(thrl);
pthread_delete_np(thr2);
pthread_delete_np(thr3);
pthread_delete_np(thr4);

1

Stop the automatic tracing of kernel events:

rtl_ktrace_stop();
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A.2 Thelinux _target.c  Program

This programis supposedo form partof the application andthusalsotraceseventinto the stream(s)
which the RT-Linux might have created.In particular this programregistertwo eventtypescalled
“usereventlinux” and“usereventstring”. Theformeris unknavn to thetracesystemandthenit is
registeredasa new eventtype. However, the latterhasalreadybeencreatedoy the RT-Linux sideso
in this case theregisterfunctionin Linux returnsthe alreadymappeddenti er for thatevent. This
shavs how RT-Linux andLinux caneffectively traceeventswhich belongto the sameeventtype.

After registeringthe two eventtypes,the programjust entersin a loop in which tracesthe two
eventsandthensleepgor awhile.

#include  <stdio.h>
#include  <unistd.h>
#include  <signal.h>
#include  <trace.h>

#define  NTIMES 30

void timer_handler(int dummy) {
return;

int  main(void) {

int ntimes;
trace_event_id_t ev_linux;
trace_event_id_t ev_string;
void *data;
char s[32];
struct itimerval timeout;
struct  sigaction action;

/I Create a new type of event:
posix_trace_eventid_open ("'user  event linux", &ev_linux);

/I Register an event type which has been created in RT-Linux

posix_trace_eventid_open ("'user event string", &ev_string);
strepy(s, "Linux says: Hello world!);

/I Initialize the timeout value (oneshot, 500 ms):
timeout.it_interval.tv_sec = 0;

timeout.it_interval.tv_usec = 0;

timeout.it_value.tv_sec = 0;

timeout.it_value.tv_usec = 500000;
sigfillset(&(action.sa_mask));

sigdelset(&(action.sa_mask), SIGALRM);

action.sa_handler = timer_handler;

sigaction(SIGALRM,&action,NULL);
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/I Enter the
for (ntimes =

main loop: trace this event and sleep
0; ntimes < NTIMES; ntimes ++) {

data = (void *) & ntimes;
posix_trace_event(ev_linux, data, sizeof(int));
posix_trace_event(ev_string, s, sizeof(s));

setitimer(ITIMER_REAL,&timeout,NULL);

pause();

}

return  O;

A.3 Thelinux

_analyzer.c  Progra

m

for

a timeout:

This programis the traceanalyzerprocesdor the application. It basicallyextractsall the possible
informationout of the streanmcreatecatthe RT-Linux side.As explainedabove (Section2.3) theway
aLinux analyzemprocesganbeattachedo a particularstreamis by “re-creating”it usingthe public
nameof thestream(de nedin “trace.h ).

Theprogram‘createsthe streamextractsanddisplaysthe streamattributes,the setof registered
eventtypesandthe streamstatus,andthenentersa loop in which waitsfor an eventto be available
in thestream Whenavailable,it displaysall its information,includingits associatetraceddata,and
thenwaitsagainfor thenext event.

#include  <stdio.h>
#include  <string.h>
#include <trace.h>

#define  MAX_DATA_SIZE 256

int  main(void)
char

{
data]MAX_DATA_SIZE];

char Str{TRACE_NAME_MAX];
char s[64];

size t data len;

size t size;

int unavailable;

int pol;

int error;

trace_event_id t ev;

trace_attr_t trace_attr;

trace_id_t trace_id;

struct  posix_trace_event_info event;
struct  posix_trace_status_info status;
struct timespec time;

int *i;

char  *c;
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/I Create (open) **the same** trace stream already created in
/I rtl_tasks.c

posix_trace_attr_init(&trace_attr);

posix_trace_attr_setname(&trace_attr, TRACE_STREAM1_NAME);

error = posix_trace_create(0,&trace_attr,&trac e_id);

if(error) {

fprintf(stderr,"ERROR %d while creating stream %s\n", error,
TRACE_STREAM1_NAME);

exit(1);

}

/I Retrieve the attributes of this stream and print all the info:
error = posix_trace_get_attr(trace_id, &trace_attr);

fprintf(stderr, "get attr  (%d)\n", error);

error = posix_trace_attr_getgenversion(&trace_ attr, str);
fprintf(stderr, "get genversion  (%d): %s\n", error, str);

error = posix_trace_attr_getname(&trace_attr, str);

fprintf(stderr, "get name (%d): %s\n", error, str);

error = posix_trace_attr_getcreatetime(&trace_ attr, &time);
fprintf(stderr, "get create time (%d): %ld.%ld\n", error,
time.tv_sec, time.tv_nsec);

error = posix_trace_attr_getclockres(&trace_at tr, &time);
fprintf(stderr, "get clock res (%d): %ld.%Id\n", error,

time.tv_sec, time.tv_nsec);

error = posix_trace_attr_getstreamfullpolicy(& trace_ attr, &pol);
fprintf(stderr, "get full policy (%d): %d\n", error, pol);

error = posix_trace_attr_getmaxusereventsize(& trace_ attr, 0, &size);
fprintf(stderr, "get max user event size (%d): %d\n", error, size);
error = posix_trace_attr_getmaxsystemeventsize (&rac e_attr , &size);
fprintf(stderr, "get max system event size (%d): %d\n", error, size);
error = posix_trace_attr_getmaxdatasize(&trace _attr, &size);
fprintf(stderr, "get max data size (%d): %d\n", error, size);

error = posix_trace_attr_getstreamsize(&trace_ attr, &size);
fprintf(stderr, "get stream size (%d): %d\n", error, size);

/Il Print the full list of event types available in the stream:
error = posix_trace_eventtypelist_rewind(trace _id);

fprintf(stderr, "event list  rewind (%d)\n", error);

error = posix_trace_eventtypelist_getnext_id (trace_id, &ev, &unavailable);
while( ! unavailable && ! error) {

©2002 A. Terrasa, A. Garcia-Fornes, A. Espinosa



A.3 Thelinux _analyzer.c  Program

23

error = posix_trace_eventid_get_name (trace_id, ev, str);

if (0 error) {

fprintf(stderr, "event getname (%d): %s\n", error, str);
}
/I Get the next one:
error = posix_trace_eventtypelist_getnext_id (trace_id, &ev,
&unavailable);
}
/I Print the current status of the stream
error = posix_trace_get_status(trace_id, &status);
fprintf(stderr, "event get status (%d): %d %d %d \n", error,
status.posix_stream_status, status.posix_stream_full_status,

status.posix_stream_overrun_status);

/[l Start retrieving events while the stream is open:
fprintf(stderr, "“\n\nNow retrieving events: \n");
while(1) {
error = posix_trace_getnext_event(trace_id, &event, &data, sizeof(data),
&data_len, &unavailable);
if(error) {
fprintf(stderr,"No more events (%d). Exiting\n", error);
exit(0);
} else if (unavailable) {
fprintf(stderr, " Event unavailable\n");
} else {
fprintf(stderr, " ** New event \n");
fprintf(stderr, " Event identifier = %d\n", event.posix_event_id);
fprintf(stderr, " Process ID = %d\n", event.posix_pid);
fprintf(stderr, " Address = %x\n", (int) event.posix_prog_address);
fprintf(stderr, " Truncation status=  %d\n", event.posix_truncation_status);
fprintf(stderr, " Timestamp = %Id.%9ld\n", event.posix_timestamp.tv_sec,
event.posix_timestamp.tv_nsec);
fprintf(stderr, " Thread ID = %d\n", (int) event.posix_thread_id);
posix_trace_eventid_get_name (trace_id, event.posix_event_id, str);
fprintf(stderr, " Event Name = %s\n", str);

/I Now switch depending on the event type (name):

if  (!strcmp(str,"user event char")) {

¢ = (char *) data;

fprintf(stderr, " Data (char) = %c\n", *C);
}
else if (Istrcmp(str,"user event int")) {

i = (int * data;

©2002 A. Terrasa, A. Garcia-Fornes, A. Espinosa



24 RTL POSIX Trace 1.0
fprintf(stderr, Data (int) = %d\n", *);
}
else if (Istrcmp(str,"user event string")) {
strepy(s, data);
fprintf(stderr, Data (string) = %s\n", S);
}
else if (Istrcmp(str,"user event linux")) {
i = (int *) data;
fprintf(stderr, Data (int) = %d\n", *);
}
else {
fprintf(stderr, Data unknown\n" );
}
fprintf(stderr, Data length = %d\n", data_len);
fprintf(stderr, " e e ] ' n\n");
}
return 0;
}
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